SYSTEM NOTICE - SEZ ONLINE SYSTEM

No.: NDML/SEZ Online/2021/58 Date: 10t March 2022

User Group: All SEZ Units, Developers, Co-developers, Customs and DC Offices

Subject: Transaction Processing through Google Chrome / Microsoft Edge browser:
SEZ Online System

We are pleased to inform that SEZ Online System will be enabled for access and
transaction processing using Google Chrome & Microsoft Edge browser in 2-3 weeks’
time. For seamless submission of transactions using Digital Signature Certificates (DSC)
on these browsers, kindly install file available at (Link: https://www.sezonline-
ndml.com/doc/ElockClientNSDL.zip). File installation is a pre-requisite for transaction
submission using DSC.

Note: Kindly note that Internet Explorer browser support is being withdrawn by
Microsoft. Therefore, as we move into Google Chrome / EDGE, system will not work with
Internet Explorer. Therefore, you are requested to ensure the following:

1. Google Chrome / EDGE browser is installed on your computer which is used for
SEZ Online System.

2. DSC Signing Utility available at the above-mentioned link is downloaded and
installed.

3. Confirmation for the above two steps is sent to SEZ Online team at
sezinfo@nsdl.co.in .

We also wish to inform that with this implementation, an important enhancement is being
made where all applications / documents processed through system can be downloaded
in PDF format.

Now, Digital Signature Certificate will also be embedded in PDF file downloaded. DSC
can be verified by clicking on DSC image embedded in document. Steps for verifying DSC
are shown below:


mailto:sezinfo@nsdl.co.in

Step 1 - Download the digitally signed file from SEZ Online system using “View Digitally
Signed File” feature.
1. Go to View Digitally Signed File screen and search the desired request id signed
using DSC

View Digitsily Signed Files

Home Help Preferences Logout

Request ia * ([72200000354

2. Click on the ‘+” sign to expand the desired node and access the signed file by
clicking on file name link.

View Digitally Signed Files

Request Ig * | 172200000394

= 172200000394

|—1 cusasshem2

8] 1722000003%4_cusassham2_202202221 107146

= |
* & nuals1021a

3. Once the signed file is opened, click on the download icon on top-right corner of
the window and save the signed file at the desired location on your local file
system.
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Step 2 - Open the downloaded signed file in PDF Viewer (not in any browser or any other
application). Initially, the PDF viewer may display a message as “At least one signature

has problems.” on opening the signed file. You will also be able to see the embedded
signature at the bottom-right corner of the document.

L OSCPepuppa - Adobe Reader
Fle Edt View Window Help

Do | HBFSESE 0

At least one sgnature has probiems.
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Step 3 - Click on this embedded signature at the bottom-right corner of the document.

“% DSCPopup.pd - Adobe Feader
Fle Ed2 View Window Help
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This document is Digitally Signed By -
Signer: HEMANT VASUDEV MISTRY.
Date: Tuesday, FebriSigues ety uninoan

Click here :> Location: 172.19.83.231
Reason:
SEZ Online Customs Approval




Step 4 - As soon as you click on embedded signature, the signature should get verified
successfully and a green tick mark should appear on the embedded signature as shown
in the below image. A pop-up message will be displayed stating “Signature is VALID.”
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Fle Edt View Window
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) Sqnedand st signatures are vald, @s‘n—ml

Sagnatiee Vab Status

(£, Signature is VALID, signed by HEMANT VASUDEV MISTRY
V' <hemant_manas@yshoo.coin>
= The Document has sot been modfied snce thes signature was appled.
« The signer's identity o valid

[ Sqnature ropenties.. | Close

= 10° L4 = o e e - A-d = —
] Date: Tuesday, February 22, 2022 11:07
Location: 172.19.83.231

Reason:

SEZ Online Customs Approval
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In case if signature is not getting verified successfully, please follow the below steps.

Step 1 - After clicking on embedded signature, if the below popup gets displayed stating
“Signature validity is UNKNOWN”, then click on Signature Properties on this popup.
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Step 2 - Once you click on Signature Properties, the below screen will get displayed. Click
on Show Certificate on this Signature Properties window.

Z“‘a Signature vakdity i UNKNOWN,

Summary Documest Sqner  Date/Time Legel G Form i Dngitally Sigeed & Sebumated by Kavi on behalf

Signed by:  ANT VASUDEV MISTRY <hemant mans@yshoo.co.m» I Show Certficate.. |
fansor:  [SEZ Onfine Customs Appeeval

Date [2022/02722 110713 <0550 Locaons [17219.83231
Valdey Summary
% TheD has nct been modified since this sigr was apphied.

43 The signer’s identity is uniknown because & has not been included in your list of
trusted wdentities and nane of is parent cerificates are trusted slentiies.

L Sgrature date/time ace from the clock on the signer’s computer,

Bank Name, Challan No. & Date 4
License/Scrsp Name - No, & Tssue D

9 witt crested usng Adobe Acrebat.

This documnent is Digitally Signed By -
Sigrwe: HEMANT VASUDEV MISTEY,
Date: Tuesday. Fobeuary 22, 20
Locaton: 172.19.83 231

Reason:

Close SEZ Onkre Customs Appeoval

Step 3 - Once you click on Show Certificate, the certificate details will get displayed in the
Certificate Viewer window and by default Summary tab will be selected as displayed in
the below image. Here, click on Trust tab.
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This dalog allows you to view the detalls of a certificate and its entire issuance chain. The detals
the sefected entry.

[ Show sl certification paths found
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Sign trarsaction, Sign document, Emad Protection,
1361413111032 Acrobat Authentic Documents,
134.14.1.311.2022, Clent Authentication
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@  Theselected centificate path 5 vabid. = Ovpnly S By -
The path velidation checks were done at 2022/02/25 092324 « 05 3 por: HEMANT VASUDEV MISTRY.
Validstion Modek: Shel b Tuesday, February 22, 20
pon: 172.19.83.231
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Step 4 - Select “Show all certification paths found” checkbox.
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This dialog allows you 1o view the details of a certificate and its entire issuance chain. The details "

the selected entry.

| | E4 Show ol centification paths found |
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eMudhra CA 200
= /0 e-Mudhra Suk
HEMANT\

CCA India 2014
e-Mudhrs CA 200
e-Mudhes Sub
HEMANT \
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Sumwmary Detals Revocation Wust  Policies Legal Notice

This certificate is not trusted.

Trust Settings

X Sign documents or data
K Certity documents

K Execute dynamic content that is embedded in & certified
document

K Execute hegh prvilege JavaScripts that aee embedded n a
certdfied document

X Pedorm privileged system operations (networking,
printing, file access, etc.)

Add to Trusted |dentities..

& The selected cestificate path is vakid.

The path validation checks were done at 2022/02/25 09:29:41 +05' %
Validation Model: Shell
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Step 5 - Click on Add to Trusted Identities
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Centdicate Viewer

This dialog allows you 1o view the details of a certificate and its entire issuance chain, The details w
the selected entry.
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This certificate is not trusted.

Trust Settings

X Sign documents or data
K Certity documents

XK Execute dynamic content that is embedded in a certified
document

K Execute hagh prvilege JavaScripts that aee embedded n
certdied document

X Pedorm privileged system operations (netwerking,
printing, file access, etc.)

l Add to Teusted |dentities.. I

Y The selected cestificate path is vabid.

The path

Validation Model: Shell

validation checks were done at 2022/02/25 09:29:41 +05'3
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Step 6 - Click on OK button on the following Acrobat Security popup window.
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Step 7 - On Import Contact Settings window, ensure that the following checkboxes are
selected and then click on OK button.

e Use this certificate a trusted root
e Certified Documents (with all its child options)
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Step 8 - Click on OK button on Certificate Viewer popup window.
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This dialog allows you to view the details of a certificate and its entire issuance chain. The detail
the selected entry.

[ Shomw # centification paths found

= CCA India 200 Summary Detaits Revocation Wust  Policies Legal Notice
e-Mudhra CA 200
= A e-Mudhes Sub This certificate is not trusted.
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CCA India 2014 Trust Settings
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Execute dyramic content that is embedded in a centdied
document
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) The selected centificate path is vald.

The path validation checks were done at 2022/02/2% 09:29:41 « 05'30
Validation Modek: Shell

Step 9 - Click on Validate Signature button on Signature Properties window.
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J iélf} Signature valdity n UNKNOWN.

Summary D Sqner | Date/Tme  Legal Form is Digualty Signed & Subrnined by Kavi on behalf o

Sgned by: FNYVMV MISTRY <hemart_manssyeshoo<oin> Show Centficate...

Reason:  [SEZ Onfine Custom Agproval

Oste [2022/02/22 1107:13 « 0539 Location: [17219.63231

Vakdety Summary
% The Document has nct been modéied snce ths signature was spplied.

&3 The signer's identity is unknows becaute it has not been ncluded in your fist of
trusted wdentities and none of its parent cestficates are trusted identities.

1, Segnature date/time are faoen the clock on the signer's computer

Bank Name, Claltan No. & Date
License/Scrip Namw - No. & bssue D

Signature wa created usng Adobe Acrobat.

I

I This document &5 Digrally Signad By -

Sigrer: HEMANT VASUDEV MIST
Date: Tuesday, Fobrusy 22, 207
Locasion: 172.19.83.231

Reason:
_(bu SEZ Orfine Customs Approval




Step 10 - Check the status on Signature Validation Status window. It should be displayed
as VALID now, with a green tick mark on embedded signature.
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